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Soft-Error Tolerance by Design

Radiation-induced soft errors started introducing reliability concerns in semiconductor
memories more than three decades ago. The level of threat imposed by soft errors has
increased dramatically for both memory and logic circuits, primarily due to decreasing circuit
noise margin, increasing device density, and higher reliability requirement. How to build a
reliable semiconductor engine while meeting the performance and power requirement is
extremely important for future computing technology development.

In this talk, I will present a unified framework that helps understand and mitigate soft errors in a
system through the employment of a soft error rate analysis (SERA) methodology and various
circuit design techniques. The SERA methodology enables designers to evaluate the severity
of the soft error problem in an existing design, to identify the most vulnerable blocks, and to
evaluate the effectiveness of new circuit or architectural design techniques. Various classes of
circuit design techniques have been devised to mitigate soft errors in distinct ways since
different components oftentimes have different reliability requirements. These design
techniques interact with one another as well as with the SERA methodology at the system level
to achieve the optimal reliability-performance-power tradeoffs.
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